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ESG Lab Reports

The goal of ESG Lab reports is to educate IT professionals about data center technology products for
companies of all types and sizes. ESG Lab reports are not meant to replace the evaluation process that should
be conducted before making purchasing decisions, but rather to provide insight into these emerging
technologies. Our objective is to go over some of the more valuable feature/functions of products, show how
they can be used to solve real customer problems and identify any areas needing improvement. ESG Lab's
expert third-party perspective is based on our own hands-on testing as well as on interviews with customers
who use these products in production environments. This ESG Lab report was sponsored by IBM.

All trademark names are property of their respective companies. Information contained in this publication has been obtained by sources The Enterprise
Strategy Group (ESG) considers to be reliable but is not warranted by ESG. This publication may contain opinions of ESG, which are subject to change from
time to time. This publication is copyrighted by The Enterprise Strategy Group, Inc. Any reproduction or redistribution of this publication, in whole or in
part, whether in hard-copy format, electronically, or otherwise to persons not authorized to receive it, without the express consent of The Enterprise
Strategy Group, Inc., is in violation of U.S. copyright law and will be subject to an action for civil damages and, if applicable, criminal prosecution. Should
you have any questions, please contact ESG Client Relations at 508.482.0188.
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Introduction

This ESG Lab report focuses on hands-on evaluation and testing of Tivoli Storage Manager (TSM) for Virtual
Environments and FlashCopy Manager for VMware from |IBM. Testing validated TSM for Virtual Environments and
FlashCopy Manager for VMware focusing on ease of deployment and use, application integration and support, and
VMware cluster protection.

Background

The impact of data’s unfettered growth on how that data is protected is an issue that has IT managers concerned.
The problem with capacity growth is twofold: Can the system accommodate it and can backups be executed in
time? And in terms of protection, how much is enough? As presented in Figure 1, the top two data protection
challenges identified by IT organizations in response to a recent ESG research survey are reducing backup times,
identified by 50% of respondents and costs (56%). Data protection for virtual environments (37%) and keeping pace
with data growth (42%) were noted as significant challenges as well."

In the same survey, IT managers told ESG they would like to move toward a unified strategy for physical and virtual
server protection. Since organizations deploy server virtualization in phases, a level of heterogeneity exists between
physical and virtual workloads. Just over half of all respondent organizations currently use separate backup
applications to protect data residing on physical and virtual machines. However, when respondents were queried
on their preferred approach, more than two-thirds cited a preference for a single backup application for both
physical and virtual environments. So, while IT is willing to diversify data protection solutions, adding one
specifically for virtualization solutions does not appear as a preference.?

Figure 1. Data Protection Challenges

Which of the following would you characterize as challenges with your organization’s
current data protection processes and technologies? (Percent of respondents, N=330)

Cost(s) 56%
Need to reduce backup time 50%
Securing confidential data 49%
Remote site backup/recovery 47%
Keeping pace with capacity of data to protect 42%
Need to improve backup and recovery reliability 42%
Database-/application-specific backup/recovery 42%
Management of data protection environment 38%
Data protection for virtual environment 37%
Bandwidth availability/cost for transferring copies... 36%
Implementing/improving business continuity 36%
0% 10% 20% 30% 40% 50% 60%

Source: Enterprise Strategy Group, 2013.

! Source: ESG Research Report, Trends in Data Protection Modernization, August 2012.
% Source: Ibid.
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IBM TSM for VE

IBM Tivoli Storage Manager is a scalable software offering from IBM designed to provide centralized, automated
data protection. TSM software offers not only backup and recovery management, but also hierarchical storage
management and functionality that helps users manage massive amounts of data simply and easily. TSM is
compatible with all modern operating systems, from Windows and Linux to zOS, and offers components tailored for
protection of virtualized environments and business critical applications.

IBM Tivoli Storage Manager for Virtual Environments is designed to enable organizations to protect the massive
amounts of information generated on virtual machines without disruption to other operations on the server while
enabling restores of data quickly and easily. Figure 2 depicts a simplified view of how TSM for VE fits into the TSM
architecture. The VMware vStorage API is fully supported for optimized virtual machine protection. The TSM for VE
Recovery agent runs on each VMware vStorage backup server and leverages VMware changed block tracking and
TSM “incremental forever” technology to facilitate fast, efficient, consistent backups and restores while reducing
resource and storage requirements. Flash Copy Manager for VMware integrates local storage snapshot technology
for instant, non-disruptive backups and restores that can be fully catalogued by TSM.

Figure 2. TSM for Virtual Environments in the TSM Architecture
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TSM for VE offers numerous benefits for Virtual Environments including:

e TSM for VE uses the vStorage API for Data Protection to interface with VMware hypervisors or vCenter.

e Backup and restore of individual virtual machines leveraging VMware changed block tracking (CBT).

e Block-level “incremental forever” progressive incremental backup improves efficiency, reduces resource
and storage requirements, and improves performance in virtual environments.

e TSM for VE provides seamless application protection with agentless Exchange and SQL Server integration.

e Agentless virtual machine image, volume, and file-level restore capability from a single backup.

e Offload of backups from the hypervisor to a vStorage backup server (physical or virtual).

e Movement of virtual machines by vMotion will not break or duplicate backups.

e New or moved virtual machines are automatically discovered.

e Simplify management of the backup and restore process for virtual machines with the IBM TSM console.

e  Perform multiple VM backups in parallel, reducing the overall backup window.

e Perform application consistent backups of Microsoft SQL Server and Exchange hosted on VMware.

e Speed recovery of data to reduce downtime following a failure.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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ESG Lab Validation

ESG Lab performed hands-on evaluation and testing of TSM for VE at IBM's Almaden Research Center, in San Jose,
California and in IBM's lab in Tucson, Arizona. Testing was designed to demonstrate the ease of deployment and
use of TSM for VE, including application integration and support, VMware cluster protection, and integration with
FlashCopy manager for VMware.

TSM for Virtual Environments

ESG Lab began with a look at the architecture and operation of TSM for VE. As seen in Figure 3, the TSM for VE
recovery agent resides on the vStorage backup server and uses VMware Changed Block Tracking to efficiently
protect virtual machines and enable them to leverage TSM technologies like progressive incremental backup
(“incremental forever”) and data deduplication to reduce the capacity required to protect virtual machines.

Figure 3. TSM for VE— vStorage integration

vCenter Server

TSM for VE
Recovery Agent

= Progressive

Incremental

Datastores
vStorage
Backup Server TSM Server
VMware vSphere
cluster

For 20 years, TSM has been providing customers with progressive incremental backup technology. Traditional
backup methodologies use periodic full backups combined with more frequent incremental or differential backups
to conserve storage capacity. This approach makes restores more complex and time consuming as users must first
restore the most recent full backup, then restore subsequent incremental backups to recover to the current point
in time. TSM'’s progressive incremental backup technology makes one initial full backup, but all subsequent backups
are incremental. When combined with TSM’s advanced data management techniques, this enables fast full restores
without the complexity of managing multiple backup sets. Users get the speed and recoverability benefits of a daily
full backup in addition to the reduced network traffic and data storage requirements of incremental backups.

Figure 4 shows a simplified timeline of backups using both progressive incremental and deduplication technology.
Day 1 represents the first full backup, in which all files are sent to TSM. TSM then applies deduplication to the data
set, marking redundant blocks of data for removal. The reclamation process deletes the redundant blocks.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Figure 4. Improving Efficiency with Progressive Incremental Backups and Deduplication
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Day 2 represents the first incremental backup, in which one new file was added. Just that one file is sent to TSM,
which then compares the blocks in the file to the pool of already stored blocks and marks redundant blocks for
removal. Day n represents a future incremental after a file has been changed. The changed file is sent to TSM,
which again compares the blocks in the file to already stored data in the deduplicated disk pool. The unique blocks
are retained and the redundant blocks are marked for deletion during the next reclamation process. TSM manages
the organization and placement of data so that the backup administrator can select any day and perform a full (or
partial) restore to that point in time without having to perform multiple passes of full and incremental or
differential backups.

ESG Lab Testing

First, ESG Lab walked through the installation procedure for TSM for VE into an existing TSM environment,
beginning with the vSphere plug-in interface install wizard. The first step, seen in Figure 5, was to identify the
vSphere host for connectivity during the installation.

Figure 5. Installing the vSphere Plug-in Interface

Tivoli Data Protection for YMware - InstallShield Wizard

Plug-in registration/unregistration

Enter information to register (install) or unregister (uninstall) the D ata Prote

vCenter Server IP address / Name:

overlord.storage.usca.ibm.com

vCenter User Name:
administrator

vCenter Password:

Click Advanced to configure Derby Database and WebSphere Application Server
parameters. |f you want to use default values for these applications, click Next.

nbpHEE el [ <gack || New> | Cancel |

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Once installation of the vSphere plug-in was completed, ESG Lab used the configuration wizard, seen in Figure 6 to
provide the login credentials for the TSM server, select the VMware data center to manage, then define and
register nodes that connect the VMware environment to TSM.

Figure 6. The vSphere Plug-in Interface Configuration Wizard

Configuration Wizard
@ Welcome Tivoli Storage Manager Server Credentials =
Server Credentials Enter the credential information for the Tivoli Storage Manager Server to use for this product. If you enter a Tivoli Storage
Node Dehnition Options Manager Server Administrator 1D, make sure that it has unrestricted policy privilege.
vCenter Node
Tivoli Storage Manager Server Address
VMCLI Node viossadec.storage.usca.ibm.com
Plug-in Domain

Data Mover Nodes Tivoli Storage Manager Server Port

Summary 1500

V| Use this Tivoli Storage Manager Server Administrator ID to configure TSM objects.

;,’7' —_—
H‘ Tivoli Storage Manager Admin 1D

jbasler

Tivoli Storage Manager Admin Password
u esessee

\
\
E ‘ [‘._{_}Save this 1D and password for use by all users in future sessions. This overwrites any currently saved values. Enter
y a blank ID and password to clear any saved values.

Tivoli Storage Manager Admin Port
1500

Use SSL communications on the Admin Port. Only select this option if the Admin Port is configured as a SSL port in
the TSM server. Learn more...

< Back | Next > | Cancel

Once the configuration wizard was complete, ESG Lab used the TSM for VE plug-in GUI to configure a backup
schedule. All aspects of virtual machine and vSphere cluster protection are managed from within the vSphere client,
enabling VMware administrators to manage the protection and recovery of the entire VMware environment.

Figure 7. Launching TSM for VE from the vSphere Client

Schedule a Backup

¥ Welcome Schedule

¥ General

9 Saurce When to start the backup:
£4'Destination Run the backup now
Schedule (®) Schedule for later

Summary

Select a backup strategy and type. Learn more.

Backup strategy:

Incremental forever (default) ¥

Backup type:
@ Incremental
O Full

< Back | Next > | Cancel |

Figure 7 shows the “Schedule a Backup” wizard, where an administrator would enable backups. The wizard walks
an administrator through setting the scope of the backups, from a single virtual machine to entire clusters, as well
as the backup strategy and type of backups to run. ESG Lab set the backup strategy to the default (“incremental
forever”) and the backup type to incremental. It's important to note that TSM for VE automatically detects when a
full backup is required.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Complete Application Protection

ESG Lab next examined self-contained, application consistent protection of a Microsoft SQL Server database. A
Windows 2008 R2 Server running MS SQL Server 2010 hosting two databases named TSMPortal and TSMPortal DW
was selected for testing, as seen in Figure 8. The virtual machine's VMDK file was 40GB, and contained 35.96GB of

data.

Figure 8. MS SQL Server running in VMware
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When the backup process for the running server was kicked off, several operations executed in quick succession:
Data Protection for VMware requested a VMware snapshot, the VSS application in the guest froze I/0, VMware
created the snapshot, VSS thawed I/O, TSM backed up the snapshot via the vStorage API for Data Protection
(VADP), then the VSS application truncated the logs. At this point, an application-consistent backup was verified to
be complete by examining the server logs, seen in Figure 9.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Figure 9. TSM Backup Completed
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Finally, a disaster was simulated by deleting the virtual machine. A restore was then executed from the TSM for VE
console. Figure 10 shows the completed restore from the TSM for VE reports screen. ESG Lab then powered up and
logged in to the restored virtual machine and confirmed that SQL was running and all data had been restored.

Figure 10. TSM Restore Completed

It’s important to note that organizations can protect their applications with in-guest backups using the TSM Agent,

File Edit View Inventory Administration Plug-ins Help
8 a8 ) Home » &3 Solutions and Appications » &9 Tivol Data Protection for VMware - BROADSWORD ¥ (3 overlord.storage.u
_l@‘sjws_g_\d_%lsters >4 i [ Getting Started | Summary Backup"\ Restore | Reports [ Conﬁguraion”‘
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i
SMARcla View: | Events |« RecentTasks | BackupStalus || Datacenter Occupancy
Use this table of operations to verify the progress of running tasks and see the results of tasks
that completed in the last hour.
Learn more
& v Next refresh: 00:18 NiO%:
Name Progress Start Tme End Time Detais.
December 4, 2012 December 4, 2012
restore (1319)  (ASuccess  yioraupst 1230320 psT
-
Ll »
Recent Tasks Name, Target or Status contains: ~ Clear X
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¥ Power On virtual machine @ Stepwing © Completed
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and perform virtual machine consistent backups for DR protection simultaneously.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Protecting Large Virtual Environments

TSM for VE has enhanced the protection of large virtualized environments, both simplifying configuration and
control and improving performance. This enables multiple virtual machines to be backed up within one TSM client
instance as seen in Figure 11. Administrators have control over how many parallel backups are performed on a
single client, which is designed to improve throughput using automatic load balancing across backup sessions and
shorten backup windows.

Figure 11. Multi-Session Backup

/ Host Clusters \

TSM Client Backup Instance

~——
| J J TSM DB
\_ | t'J >
vStorage Multllple? Disk Pool
VMware Backup Server Sessions —_
Datacenter SM Server

ESG Lab looked at data protection for a large-scale VMware environment by auditing a series of backups run in
IBM's Client Environment Test (CET) lab. The CET lab is used to test TSM against large numbers of clients with large,
dynamic data sets modeled after real customer environments. A single data set was protected using both TSM 6.3
and TSM for VE (6.4) clients. With TSM 6.3, the "Periodic Full" backup strategy was used, with one weekly full
followed by six incremental backups, repeated for 56 iterations. The same data set was backed up using the TSM
6.4 client, using the "incremental forever” Strategy with one full backup followed by 55 incremental backups.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Figure 12. Multi-Session Backup Capacity Savings
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As seen in Figure 12, the TSM 6.4 client was able to reduce storage requirements significantly (up to 66%), while
Figure 13 shows that the backup window was also reduced across the board (up to 53.7%).

Figure 13. Multi-Session Backup Capacity Savings
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ESG Lab also examined two large scale backup scenarios with 1,000 Windows 2008 R2 virtual machines. Each VM
contained approximately 32GB of data, for an aggregate total data set of 32TB. Only one backup server was
configured for all 1,000 VMs.

Table 1 lists the detailed results of “incremental forever,” multi-session, and large-scale testing.

Table 1. Multi-Session Backups with “Incremental Forever” and Multi-Session

Backu Backu
. Concurrent Data Backed Up Total Elapsed P . -
Version Instances/Sessions (GB) Time (Hours) Data B 2175
Reduction Reduction
TSM 6.3 One Instance 326 6.03 0 0
TSM 6.4 One Session 110 2.89 66.2% 52.1%
TSM 6.3 Five Instances 1,628 5.46 0 0
TSM 6.4 Five Sessions 552 3.32 66.1% 39.3%
TSM 6.3 Ten Instances 3,306 9.61 0 0
TSM 6.4 Ten Sessions 1,127 4.45 65.9% 53.7%
Total
Concurrent Elapsed AL
Version Backup Mode . Data Backed Up _p Data
Instances/Sessions Time .
Reduction
(Hours)
TSM 6.4 Full, Non Deduplicated 15 Sessions 31.9TB 28.1 0
TSM 6.4 Full, Deduplicated 15 Sessions 4.1TB 37.4 87.1%
TSM 6.4 Incremental, Non 15 Sessions 31.9GB 2.5 0
Deduplicated
TSM 6.4 Incremental, 15 Sessions 4.1GB 2.5 29.8%
Deduplicated
What the Numbers Mean

The TSM 6.4 client significantly reduced the total storage footprint of backups, before enabling
deduplication.

The aggregate backup window (the time required to complete all backups) was reduced by up to 53.7%,
allowing more data to be protected in a smaller amount of time.

The large scale test proved that TSM can scale to protect large numbers of VMs with a single backup server.
TSM Client Side deduplication achieved an impressive 87.1% deduplication on the first full backup.

Tests of 30 incremental backups showed no performance impact, and a very small backup window to
protect all 1,000 virtual machines.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Why This Matters

ESG asked IT managers to identify major challenges with their data protection technologies and processes.®> The
top two responses were the need to reduce backup times, and the cost of data protection systems. Keeping pace
with the capacity of data to protect and the need to protect virtualized environments were also high on the list. In
the same survey, IT organizations stated a strong desire for a unified solution that was suited to both physical and
virtual environments. For years, backup administrators have been struggling to complete nightly backups before
business resumes in the morning. As backup windows continue to shrink and data sets grow, IT managers need a
solution that can scale to meet the challenge.

ESG Lab has confirmed that TSM for VE delivers significantly greater backup efficiency and performance in
virtualized environments than previous versions while offering the same advanced functionality as physical
environments enjoy, accessible by VMware administrators through the TSM for VE vSphere plug-in. VMware
administrators can protect large-scale virtual server environments using "incremental forever" backup technology,
client-side deduplication, and multi-session backup to increase efficiency and performance while reducing storage
and resource requirements—protecting greater numbers of virtual clients with larger data sets.

In addition, the ability to know whether or not backup operations are actually successful has long been a challenge
for backup administrators. Not surprisingly, IT staffs leveraging some form of backup reporting and monitoring
solution—whether included with a backup application or as part of a more comprehensive reporting/analytics or
SRM tool—typically enjoy a noticeably higher rate of success for their backup operations than those with no formal
tools or processes in place. TSM for VE’s detailed reporting, can provide detailed, near real-time and historical
reporting to keep administrators informed and ready to act on critical issues affecting their data protection
environment, allowing them to keep backups running smoothly.

* Source: ESG Research Report, Trends in Data Protection Modernization, August 2012.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Flash Copy Manager for VMware

ESG Lab next examined IBM Tivoli Storage FlashCopy Manager (FCM) for VMware. FCM for VMware is a data
management solution that can be used to streamline storage management in a VMware vSphere environment.
FCM for VMware can back up VMware environments by integrating with VMware vSphere APls and storage
hardware snapshot technology. TSM FCM for VMware also offers the option of integration with TSM for VE to store
and catalog VMware image backups on Tivoli Storage Manager server storage, as seen in Figure 14.

Figure 14. FlashCopy Manager for VMware

/ FlashCopy Manager — \

lik AL#} [ Snapshot Backup and Restore
EE ——g
1

VMware vSphere
cluster \Logical Volume Local Snapshot5/

TSM Server

FCM for VMware is designed to enable policies where fast restores can be made from local storage arrays with
longer retention of backups on TSM storage.

ESG Lab Testing

First, ESG Lab examined the FCM for VMware plug-in GUI and performed a backup of a Microsoft Windows 2003 R2
Virtual Machine.

Figure 15. FCM Backup Settings—Type of Backup

Schedule a Backup

ch < ' <
7 Welcome Backup settings

Settings The choices you enter on this page affect only the VMs that you selected to back up

General
Learn more about these backup settings...

Source
Additional backup settings

Destination Type of backup to run

Schedule ®) Back up to Tivoli Storage FlashCopy Manager
Summary Back up to Tivol age FlashCopy Manager and to Tivoli Storage Manager

Rym up to Tivoli Storage Manager

< Back Next > Cancel

As seen in Figure 15, when backing up a virtual machine, the administrator has the option to back up using FCM,
TSM, or both.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.
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Figure 16. FCM Backup Settings—VM Processing Options

/| Schedule a Backup
A @ Welcome Backup settings
/ .
y. b Generel Learn more about these backup settings...
) Source
Settings
Specify how the VMs are processed before the actual hardware snapshot of the datastore(s)
Destination
Schedule (@ Create a VMware snapshot without memory for every VM included in the backup
Summare () Create a YMware snapshot with memory for every VM included in the backup
() Suspend every VM included for backup, then resume after hardware snapshot
() Do not perform any of the actions above
\\
\\
\ < Back N,{t > Cancel "

Virtual machine processing is quite flexible as well, allowing VMs to be backed up via VMware snapshots with or
without running memory, or by suspending each VM included in the backup, as seen in Figure 16.

Figure 17. FCM Backup Completed
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As seen in Figure 17, the FCM full backup completed in less than one minute. Once the backup was completed, ESG
Lab logged into the console of the backed up virtual machine and deleted a file.
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Figure 18. Deleting an Important File
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In the Tivoli Data Protection for VMware plug-in, the Restore tab provided a view of the restore points available for

all virtual machines in the datacenter.

Figure 19. Selecting a Restore Point
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Figure 19 shows ESG Lab selecting the most recent restore point. To restore the single deleted file, the snapshot
was exported directly to the virtual machine as an additional disk drive. Figure 20 shows the VM with the snapshot

mounted as drive E:.
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Figure 20.The Snapshot Mounted on the Host
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Once the snapshot was exported and mounted, the deleted file was restored with a simple drag and drop
operation. The entire restore process, from selecting the snapshot to restoring the deleted file was completed in
less than two minutes. The ability to restore selected disks to a virtual machine is also essential, as this allows
organizations to recover an application's data without the need to process and restore the operating system drive.

Figure 21.Restoring Selected Disks
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ESG Lab selected an Ubuntu Linux VM with two virtual hard drives. Hard disk 1 contained the OS and application
binaries, while hard disk 2 contained data files. ESG Lab deleted the data files from hard disk two and executed a
restore. The restore completed in less than two minutes.
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Finally, ESG Lab looked at protection of multiple virtual machines inside a vApp. VMware defines a vApp as a logical
entity comprising one or more virtual machines that work together as part of a multi-tier application. VMware vApp
uses the industry standard Open Virtualization Format to specify and encapsulate all components of an application
as well as the operational policies and service levels associated with it. IBM TSM for VE and FCM can protect the
virtual machines inside a vApp like any other virtual machines. Figure 22 shows two virtual machines inside a vApp
after ESG Lab restored them both using TSM for VE.

Figure 22.Restoring Virtual Machines in a vApp

Z) CETVC1 - vSphere Client - d =/
File Edt View Inventory Administration Plugins Help ‘
B E] & rome » g iwetory b B Hosts and Custers - 2|
il g &
| - ‘___ CET_Datacenter Bl vApp Demo

= [@ esxcetl.boebingen.de.ibm.com

© CET test vapp

+ © manyWMs Name, State, Host or Guest OS contains: « |
+ @ Test Resource Pool
+ 4 CET test vApp MB Name State Status Host
/ D 02_UbuntulDisks_NAPO2 Powered On © Normal gen. de.be
’,_7 I ks, v\.\f:ar: & 01_Ubuntu2Disks_NAPO2 Powered Off © Normal
» i sks_NAPO2
—

SVCAL2_ES

isks_SVCAL2 ES

() 04_vRDM_Ubuntu_SVCAL2_ES

32 05_pRDM_vRDM_Ubuntu_SVC
) 07_testaufanderends_SVCALL

ske SVCAL2 €

(5 SLES11_100GB_SVCAL1_ESX1
($) SLES11_20GB_SVCaL1_ESX1
() SLES11_40GB_SVCaL1_ESX1
B win2003_100GB_SVCAL2_ESX¥.

1< > < >

Why This Matters

Storage consolidation and server virtualization concentrate processing power and data storage in the data center
on fewer servers and storage systems; protecting these assets presents a unique set of operational challenges
thanks to growing volumes of data residing on shared, networked storage devices and on applications within virtual
machines.

ESG Lab has validated that FlashCopy Manager for VMware provides quick and easy data protection for virtual
machines' data residing on shared storage systems from both IBM and third-party vendors. FCM for VMware
integrates tightly with TSM for VE and offers organizations a flexible, powerful solution to protect virtual machines
with hardware snapshots providing lightning-fast restores of the most recent backups and TSM providing efficient
long term backup storage with progressive incremental and deduplication technology.

ESG Lab was able to run multiple application- and VM-consistent backups and restores, with FCM for VMware
alone, and in conjunction with TSM for VE, and found backups and restores to be fast, easy, and reliable. Users can
greatly extend local retention onsite while simultaneously reducing recovery times using space-efficient hardware
snapshots. ESG Lab was able to instantly restore from an FCM backup as soon as the backup was completed.

ESG Lab used the TSM vSphere plug-in to perform agentless full and file-level recoveries of virtual machines directly
from the vSphere client. This means more efficient backups and faster time to recovery as VMware administrators
can execute recoveries and restores directly, with no intervention required.
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ESG Lab Validation Highlights

4]

4]

TSM progressive incremental backup, combined with client- and source-side data deduplication technology
provided an impressive 95% data reduction factor (more than 19:1) over just 11 days of backups.

ESG Lab has confirmed that TSM for VE delivers significant backup efficiency and performance in virtualized
environments while offering the same advanced functionality as physical environments enjoy. VMware
administrators can easily manage backup and recovery through the TSM for VE vSphere plug-in.

VMware administrators can protect large-scale virtual server environments using progressive incremental
backups, client side deduplication, and multi-session backup—protecting greater numbers of virtual clients
with larger data sets.

TSM for VE’s detailed reporting can provide detailed, near real-time, and historical reporting to keep
administrators informed and ready to act on critical issues affecting their data protection environment,
allowing them to keep backups running smoothly.

ESG Lab was able to run multiple application- and VM-consistent backups and restores with TSM for VE and
FlashCopy manager both independently and together, and found backups and restores to be fast, easy, and
reliable. Users can greatly extend local retention onsite while simultaneously reducing recovery times using
space efficient hardware snapshots.

ESG Lab used the TSM vSphere plug-in to perform backups, full restores and file-level recoveries of virtual
machines directly from the vSphere client. This means more efficient backups and faster time to recovery
as VMware administrators can execute recoveries and restores directly, with no intervention required.

Issues to Consider

]

Because FlashCopy Manager makes an independent copy of a storage volume above the VMware layer, it
captures all metadata associated with a virtual machine. TSM for Virtual Environments on its own cannot
guarantee that all metadata will be captured, because the VMware API does not guarantee it to TSM.

© 2013 by The Enterprise Strategy Group, Inc. All Rights Reserved.



B E Lab Validation: IBM Tivoli Storage Manager for Virtual Environments 20

The Bigger Truth

IBM has continually invested in the TSM platform, recognizing its standing on the cutting edge of data protection.
TSM has been uniquely positioned for open systems data management—protecting, retaining, and ensuring
accessibility to data. TSM’s architecture and design principles were rooted in mainframe storage management
concepts, distinguishing it from comparable solutions with features such as integrated archiving, disk-to-disk
backup, and progressive incremental backup policies. These and other features are proof points of the level of
optimization in the TSM platform. With TSM for VE, IBM has extended these benefits to enable organizations to
meet and exceed the demands of relentless growth in virtualized environments.

ESG Lab performed hands-on testing of key TSM for VE features to demonstrate and audit its capabilities. ESG Lab
examined client-side data deduplication to understand the value of this capacity optimization technique in
combination with deduplicated storage pools and progressive incremental backups over time. ESG Lab found that
the two technologies (deduplication and progressive incremental backups) working in concert were able to achieve
90% data reduction after just six incremental backups and 95% reduction after 11 days of backups. Progressive
incremental, multi-session backups reduced the amount of data transferred to TSM by two-thirds while shrinking
backup windows by more than half.

ESG Lab executed every test documented in this report from within the vSphere client, proving that TSM for VE
gives VMware administrators the power to protect and recover their virtualized environments independently, using
familiar tools and techniques. The integration of FlashCopy manager was examined as well, showing that
organizations can leverage hardware snapshot capabilities in their storage infrastructure for rapid short-term
recovery, while seamlessly moving those backups into TSM for long-term retention.

ESG Lab has repeatedly found that the TSM platform achieves optimization in data management in multiple,
powerful ways. The solution creates capacity efficiencies through integrated archiving, disk-based data protection,
an “incremental forever” backup strategy, and data deduplication everywhere. Similarly, IBM has been and
continues to be focused on backup and recovery performance, ease of management, and availability. Optimizations
for virtual environments, including progressive incremental and multi-session help accelerate backup and recovery
processes. IBM has clearly put a lot of time and effort into TSM for VE and that hard work is paying off: IBM has
established TSM’s position as one of the preeminent data protection platforms for virtualized environments.
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Appendix

Table 2. ESG Lab Test Bed

TSM for VE

IBM TSM Server

IBM p770, 8x 3.55GHz POWERS5+ cores (One LPAR)

64GB RAM
2x 4Gb/sec FC HBAs -QLA2340
10 GbE

IBM DS8000 (2107-932, 2-frame) —39.5TB Usable

Capacity

IBM TSM 6.3.3
AIX 7.1 64 bit

TSM server storage pool for backup/database and log
files

VMware Environment

ESXi Servers -(five total)

IBM x3850, 4-6x quad-core 2.66GHz XEON CPU

128GB RAM

2x 4Gb/sec FC HBAs -QLA2340

IBM XIV Gen2 - 78TB Usable Capacity
VMware vCenter Server

IBM x3650, 2x quad-core 2.66GHz XEON CPU
24GB RAM

10 GbE

vStorage Backup Server

IBM x3650, 2x quad-core 2.66GHz XEON CPU
24GB RAM

2x 4Gb/sec FC HBAs -QLA2340

10 GbE

VM Guests

1 vCPU and 512MB of RAM

1x 20GB OS disk

1x 25GB data disk - 13GB data populated

ESXi server v5.0.0-469512

Hosts datastores for VM Guests
VCenter 5.0.0-455964
Windows 2008 R2 Enterprise 64 bit

IBM TSM 6.4 Client
Windows 2008 R2 Enterprise 64 bit

Windows Server 2008 R2 Enterprise 64-bit
Windows Server 2003 R2 Enterprise 64-bit
Ubuntu Server 12.10 64 bit
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